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Abstract. Nowadays, 1375 different cryptocurrencies exist, and their
market value totals up to $444.8 billion, at the time of writing. The
interest revolving around cryptocurrencies is constantly growing, and this
hype caused an increase of criminal attacks on various cryptocurrencies.
In this paper, we cover the main aspects that concern cryptocurrencies
vulnerabilities and related security breaches. Then, we propose possible
solutions to prevent them, or to decrease the attackers’ profit margins
by increasing the costs they have to face, in order to strike some of these
attacks. Alongside, we briefly describe a few attacks that have occurred
in the past.

1 Introduction

In 2009, Satoshi Nakamoto introduced on the market the first cryptocurrency in
history, Bitcoin [4]. Even though Bitcoin is still the most popular cryptocurrency,
with a trading volume of $ 7.1 billion a day and 39.8% market share [7], at time
of writing more than 1500 different cryptocurrencies have been created. One of
the main alternatives is Ethereum, which holds a daily trading volume of $ 2
billion.

Thanks to its peer-to-peer protocol, Bitcoin is a fully distributed and de-
centralized currency that achieves trust without relying upon a trusted third
party. Blockchain is the fundamental underlying technology, a linked list of in-
formation stored in blocks that, combined with a peer-to-peer (P2P) protocol,
ensures distribution and decentralization. In the case of cryptocurrencies, cur-
rency transactions are the stored information. Apart from data, each block holds
a hash of the previous one, as well as a timestamp, in order to enforce the chain
validity. Indeed, any attempt to edit one of the blocks would invalidate hashes
validity and, consequently, the whole blockchain [21].

It is possible to separate Bitcoin users into two different groups, regular users
and miners. We describe hereby the two roles as separate entities, but a user
can equally perform both of them. Firstly, regular users manage their bitcoins
through a digital wallet, as like as they were using a traditional electronic home
banking. In order to access the data, each user holds a private key, which ensures
that no third party can access users’ money. As we previously said, no central



authority has power over Bitcoin, which means that if the private key is lost (and
no backup was done) the bitcoins are lost forever. No third party can re-issue a
password, reset an account or operate in any way over others’ wallets.

Secondly, mining is the process where blockchain progresses and network
generates new units of Bitcoin. Miners compete to solve complex mathematical
problems by dedicating their computational power to this purpose. By solving
these problems, they confirm the validity of Bitcoin transactions and they are
rewarded with a fixed number of bitcoins [22], plus all the fees that users attached
to their issued transactions as an incentive to choose their transaction. Whenever
the amount of mined blocks reaches half of the number of the remaining minable
blocks, the reward decreases by half. In the beginning, the fixed reward was 50
BTC (bitcoins) for each new block created, and the current reward equals 12.5
BTC per block. This halving mechanism will keep going on, until the upper limit
of 21 million BTC is reached [18]. At that point, the whole Bitcoin network will
rely exclusively upon the transaction fees.

When trying to mine a block, a miner must begin with collecting new trans-
actions into the block. One the block has been created, a nonce is chosen and a
pre-defined hash algorithm is applied to the block. The goal is to obtain a hash
with a targeted number of zeros, so the miner keeps on increasing the nonce and
performing the hashing over the block, until they hopefully find a good hash. In
case this happens, the miner broadcasts the solution, which is checked by the
other participants. In case the solution is correct and the block correctly formed,
the miner receives the reward and the block is appended to the blockchain. Dif-
ficulty is adjusted automatically by the system, in order to achieve a ratio of 1
new block per 10 minutes, on average [22].

Blockchain is believed to be immutable and tamper-proof by design but,
even though it is strongly resilient, this claim were proved to be incorrect. In this
paper, we aim to explain the vulnerabilities that can be found in cryptocurrencies
and propose solutions to prevent them from happening, along with some of the
biggest security breaches that have occurred in the past. This paper revolves
around Bitcoin, since it is the first cryptocurrency that appeared on the market,
and even the most popular one.

2 Related Work

Bucko et al. [21] enlist various issues that can affect cryptocurrency trust. They
suggest that cryptocurrencies would become more secure, if businesses that uti-
lize this technology would follow the standards drafted by the CryptoCurrency
Certification Consortium.

Latif et al. [30] state that the online environment could cause a security
breach in cryptocurrencies. There is no security for the users’ savings, since there
is no third party to which users can turn to, in case problems with their money
arise. They also state that cryptocurrencies depend on the power of speculations,
investors can therefore over- or under- value the cryptocurrencies, which affects



the market price. They also claim that the public nature of transaction records
exposes users to de-anonymizing techniques.

Kaushal [29] talks about how selfish mining and malleability vulnerabilities
affect Bitcoin. The author addresses the selfish mining problem and shows how
a backward compatible approach was introduced, in order to solve it. Feder et
al. [26] measured the impact of Distributed Denial of Service (DDoS) attacks
on Bitcoin exchanges. They chose to use kurtosis (which measures whether the
data is light- or heavy-tailed, with respect to a regular distribution) and skew-
ness (which measures eventual lack of symmetry) for day-to-day transactions.
They found out that when DDoS attacks occurred both kurtosis and skewness
decreased. Therefore, the volume of day-to-day transactions changes and this
means that less large transactions occur during such attacks.

Vasek et al. [31] studied 142 different DDoS attacks, mentioned on the website
bitcointalk.org. The chosen timeline went from February 2011 to October 2013.
From 2940 different pages, the team found out that 142 different DDoS attacks
were performed on Bitcoin, during the chosen period. Vyas and Lunagaria [32]
claim that storage, mining and transaction processes are the main vulnerable
phases of Bitcoin. They state that, in order to increase security during the min-
ing process, Bitcoin protocols need to change their framework. To operate this
modification, roughly 80% of Bitcoin users need to agree on the change.

Conti et al. [22] thoroughly evaluated Bitcoin, with regards of both security
and privacy issues. They give a detailed overview about the protocol, as well
all the documented vulnerabilities together with possible countermeasures. Fur-
thermore, the authors summarize the open challenges and suggest the aspects
future work should focus on, in order to solve the current issues.

3 Vulnerabilities and Attacks

The heaviest loss in Bitcoin history happened in February 2014, when MT. Gox,
a Bitcoin market in Tokyo, lost 850.000 BTC that totalled $474 million at that
time. At the time of writing, taken into consideration the current market price,
the losses would have totalled more than $7 billion. Later on, MT. Gox stated
that the incident was caused by a transaction malleability, a known security
issue [5] that we describe later in this section.

Another example is the attack performed on the Decentralized Autonomous
Organization (DAO), a venture capital fund that enabled investors to directly
fund proposals through smart contracts, based on the Ethereum platform. The
attack led to a theft of 3.6 million ether coins, worth $3.1 billion accordingly
to the current market price. The attackers exploited a loophole, which enabled
them to recursively transfer funds from a parent account to a child, without
updating the parent balance [2].

Apart from these two examples, there are many other vulnerabilities in cryp-
tocurrencies. In this section, we describe the most important ones.



3.1 Selfish Mining

There are two types of miners: the honest ones, and the selfish ones. It does
not matter if an honest miner works as an individual, in a single group or in
a number of different groups. The main goal of selfish miners is to force the
honest ones to waste their computational power on the stale public branch. Due
to design reasons, it is possible (even though unlikely) that a blockchain splits
in two concurrent branches. To solve this paradox, Bitcoin and other blockchain
protocols enforce the longest chain as the correct one, thus invalidating all the
blocks mined in the shortest parallel chain. The selfish miners leverage this
characteristic, they keep private all the blocks and work on their secret branch.
As soon as the honest miners are about to catch up, in terms of blockchain length,
with the selfish miners, the latter group releases the secret chain. By doing so,
the selfish miners nullify all the honest blocks and reclaim all the reward for
themselves [25].

Not all cryptocurrencies are prone to selfish mining attacks. As an exam-
ple, Ripple was created from the beginning with 100 billion XRP (the Ripple
currency), which are not minable and are also wasted after the first usage. The
company idea is to have possession of half of it and let the other half into circu-
lation [1]. The only way to acquire this cryptocurrency is through exchange with
other currencies, therefore Ripple is free from all attacks relating to the mining
process.

3.2 Wallet

In order to manage their currency, whether it is to store it or issue transactions,
users need a wallet. There are five different types of wallets, divided into three
main categories: hardware, software (web, desktop, mobile), and paper wallet.
Wallets need to be encrypted and an offline back-up is highly desirable: in case
something happens, the facility that keeps the back-up can help its users to
restore their wallets.

When it comes to choose a wallet solution, it is good to follow some criteria:
the interface should to be user-friendly, backups have to be easy to create, se-
curity has to be taken into account, development team should actively support
the wallet, and so on. As an example, if users want to be completely safe from
attacks while the currency is in storage, they should get a paper wallet, which
is also the cheapest wallet to choose [32]. Furthermore, the hardware wallet is a
better choice than the software one, since it does not require to be continuously
connected to the Internet. It does not matter what kind of cryptocurrency you
are going to store in a wallet, wallets are all similar. Therefore, a user should
always follow the same criteria when choosing their wallet [3].

Recently, a hacker stole 153.000 Ether (the Ethereum currency), worth al-
most $131.8 million dollars at the current price, by manipulating a vulnerability
in Ethereum wallet. The attacker exploited a bug in Parity Ethereum client to
withdraw currency from multi-signature wallets. Multi-signature wallets, also
known as multi-sig, are accounts where numerous individuals democratically



control the currency flow. A transaction is issued if, and only if, a pre-defined
number of users sign it with their own private key [9]. Considering the cryp-
tocurrencies value, alongside the general robustness of blockchains, hackers are
focusing more and more on attacking directly users’ wallets. As an example,
as shown in Section 3.12, attackers use social engineering techniques to gain
victims’ trust and steal their wallets [12].

3.3 Distributed Denial of Service (DDoS) Attack

DDoS attacks aim to make a device (or a network) unreachable to users, for
example through packet flooding techniques. These attacks are among the most
common ones that affect cryptocurrencies, mainly because they are highly dis-
ruptive and relatively cheap to perform. The main targets of DDoS attacks, with
respect to cryptocurrencies, are the currency exchange platforms and the mining
pools.

As mentioned earlier, researchers [31] enlisted 142 different attacks in their
33 months timeline. Most attacks target mining pools, currency exchanges, elec-
tronic wallets, and financial services, but the most popular ones are performed
on large mining pools and currency exchanges. These are more popular than oth-
ers, since the attacker is likely to earn a larger amount of money than attacking
small mining pools, or individuals. As an example, a trading and exchange plat-
form called BTC-e experienced reiterated DDoS attack, during 2016 and 2017.
These attacks overloaded the whole system, at such a point that it was offline
for hours [6].

Moreover, mining pools are often target of DDoS attacks performed by other
mining pools, which try to impede competitors from succeeding. Anti-DDoS ser-
vices popularity varies between categories, but overall are only used by roughly
20% of Bitcoin pools. As expected, these protections are more popular among
larger mining pools, which are more likely to experience attacks [31]. Another
study [28] explored the trade-off between two different strategies to create bit-
coins. These strategies are called construction and destruction. The construction
paradigm is when mining pools devote more resources to increase their com-
puting power, thus their chances of mining the next blocks. The destruction
paradigm is when a mining pool chooses to invest resources into a DDoS attack,
in order decrease the success of competing mining pools.

3.4 Malleability Attack

In malleability attacks, the attacker tries to modify the hash of transactions and
pretend he never received the money, in order to deceive his victims and lead
them to issue the same transaction a second time. First of all, the victim issues
a legitimate transaction to the attacker (e.g., for a purchase). As soon as the
attacker detects the transaction in the network, he modifies its signature, which
creates a different transaction hash ID. After this, the attacker issues the altered
transaction in the network. In this moment, both the legitimate transaction and
the forged one are waiting for confirmation. If the forged transaction is confirmed,



the legitimate is not acceptable anymore (therefore, it is discarded) and the
attacker can try to persuade the victim to issue the transaction again [24]. The
malleability attack should not be confused with the double spending attack. In
the latter case, the coins are automatically double spent, whereas the former
one can lead to a second spending phase if, and only if, the attacker succeeds in
tricking the victim.

Malleability attacks can also lead to DoS attacks. If the attacker issues many
forged transactions in the transaction pool, the miners have to spend a lot of
time in verifying (and discarding) all these false transactions [22]. Bitcoin is
prone to such attacks, which can be eliminated by slightly modifying the proto-
col [20]. Indeed, in 2015 Bitcoin experienced a malleability attack that succeeded
in changing the hash of many transactions. The sums and the related recipients
were not affected, but it took a long time before all the transactions were finally
confirmed [13].

3.5 Double Spending Attack

Double spending happens when a malicious entity spends the same currency
more than once. In a typical cryptocurrency like Bitcoin, when a transaction
is issued, it goes in the transaction pool waiting to be confirmed as part of a
block. As an example, if a merchant does not wait for the final confirmation of
the incoming transaction, a malicious customer can try to spend the same coins
by issuing another transaction to another merchant. When the confirmation
happens, one of the two conflicting transactions is cancelled, since a coin can be
spent only one time, but the attacker would have actually got more goods than
he paid for.

Merchants are recommended to wait that, at least, six more blocks are mined
after the block containing their transaction, before processing the order they were
paid for. This time slot is enough to avoid the risk of a cancelled transaction [22].

3.6 Dropping Transactions

Transactions can be dropped when a miner deliberately does not pick up some
transactions from the transaction pool. Someone suggested that this might be-
come a problem, since that a miner, aiming to speedup its mining processes,
could deliberately choose to drop all the transactions and mine empty blocks.
As aforementioned in Section 1, in order to increase the chances that a miner
picks up a transaction, the issuer attaches a fee. These fees seem profitable
enough to avoid deliberate dropping.

Obviously, the higher the fee, the more probable a transaction is chosen. It is
clear to see that a transaction has higher chances to be dropped if the attached
fee is not profitable enough for the miner. As long as the transaction is not picked
up from the transaction pool, it remains unconfirmed until a miner eventually
chooses it [17].



3.7 51% Attack

The idea behind a decentralized cryptocurrency such as Bitcoin, is that no entity
should have the power to take non-democratic decisions. A PoW protocol is per-
fect, under the initial assumption that miners work on they own, but mining pool
can endanger this system. The more a mining pool grows, the more decisional
weight it has over the blockchain it is mining. If, at any point, a pool achieves
the 51% of the total computational power working on the blockchain, it can ef-
fectively take full control. The pool can allow its members to double spend their
coins, prevent competing pools to mine the blockchain, and even impede the
confirmation of transactions. Even without achieving the 51% of computational
power, an important mining pool can still damage a cryptocurrency network.
As an example, a mining pool that controls around 30% of computational power
can still perform some of the aforementioned attacks [32].

The Proof of Stake (PoS) protocol makes these attacks more difficult than
PoW-based cryptocurrencies. The core point of PoS is the coin age, measured
by multiplying the number of coins per holding days. In PoW solutions, it is
sufficient for the attacker to gain the 51% of resources, in order to control the
network. Instead, with PoS ownership is not enough, as the attacker needs to
hold the resources for a considerable amount of time. Furthermore, to avoid the
selfish mining incentive in PoS networks, researchers [27] proposed to set an
upper limit on coins age, after which the coin age is reset.

3.8 Timejacking Attack

Timestamps are essential to validate blocks in the Bitcoin protocol and, through
this multi-step sophisticated attack, an attacker can increase the chances of
performing a double spend attack [18]. First of all, an attacker can slow down
the median time of its target by sending it wrong timestamps. The time can be
skewed up to 70 minutes, accordingly to the protocol; over this threshold, the
time reverts to system time. This can easily be done, since a few Tor nodes that
wrongly report the time are enough to succeed in altering the victim time. On
the other hand, to perform a timejacking attack the majority of the network has
to be speeded up 70 minutes, which requires far greater resources than simply
altering the time for a single node. At this point, if the attacker succeeds, the
difference between the victim and the rest of the network is 140 minutes.

Keeping in mind that Bitcoin nodes are designed to reject blocks which differ
more than 120 minutes from the local time, the attacker aims to create a ”poison
pill” block, with a timestamp 190 minutes ahead of the real time. By doing so,
the block will be accepted from the speeded up network (since it is exactly within
the 120 minutes threshold) but the victim will reject it, since the block time is
260 minutes far ahead the node time. At this point, the chains fork and the
target is isolated from the normal Bitcoin network operations. Since the time
difference between the new blocks and the local time is 140 minutes, all the
legitimate blocks are automatically rejected without checking the contents.



Until the victim eventually catches up with the rest of the network (e.g.,
after a clock reset, an operation intervention or an unaffected node that pushes
a correct timestamped block), the attacker can feed the node fake confirmations
and double spend its own coins with the victim. If the victim is a miner, this
results in a DoS attack, since it is unknowingly wasting computational power on a
stale fork of the chain, while the majority of the network is normally progressing
on another chain.

One of the possible solutions to this vulnerability, is to use the system time
both when a new block is created and when the timestamps are compared. To
further mitigate it, the acceptable time range could be tightened up from 70
minutes to 30 minutes leading to a restricted attack window, but this exposes
the network to problems in case some nodes do not correctly handle daylight
savings. Another suggestion would be to use the median blockchain time when
validating blocks, as it already happens for the lower bound of the protocol.
Indeed, Bitcoin protocol forces a node to reject any block which timestamp is
earlier than the median of the previous 11 blocks. Adopting a similar strategy
for the upper bound might resolve the timejacking vulnerability.

3.9 Sybil Attack

In a sybil attack, a malicious attacker fills the network with fake entities, and
attempts to take over the regular network activities. Without adequate counter-
measures, an attacker could try to confirm fake transactions or disconnect the
victim from the network by not forwarding transactions and blocks. A malicious
adversary could also forward only fake blocks, in order to attempt to double
spend coins on the victim.

One of the main characteristics of cryptocurrencies is anonymity, therefore
it is mandatory that anonymous validation algorithms are used (i.e., enforcing
to link a miner to a physical person or organization is not an option). The Bit-
coin Proof of Work (PoW) algorithm prevents the sybil attack for the mining
processes. No matter how many virtual miners an attacker creates, the physical
computational resources cannot be virtually multiplied, which entails that creat-
ing dozens of fake miners does not increase the chances to mine new blocks. PoW
has some severe drawbacks, though, such as inefficiency and expensiveness [33].

To prevent sybil attacks and solve the Know-Your-Customer (KYC) prob-
lem, the Proof of Individuality (PoI) algorithm was proposed [14]. Based on
Ethereum, the assumption is that a person can attend only one meeting at a
time. PoI pairs users in random small groups of 5 people and a 10 minutes video
conference starts for all the groups, at the same time. During this time the users
have to actively engage, in order to prove they are attending to only one con-
ference. After the, call the users within the same groups validate (or not) the
others and each validated user receives an anonymous unique token. This pro-
posal seems particular useful for voting scenarios. The operations happen at a
specific time and, after the vote is cast, the token is destroyed [8].



3.10 Spam Transactions

In some cryptocurrencies, such as Bitcoin and Litecoin, the blocks have an up-
per size limit of 1MB [23] but it is not a rule for all cryptocurrencies. As an
example, Ethereum do not have block size limits but a limit to the number of
transactions [16], called gas limit. That being said, the results in both cases is
that the number of maximum transactions per block is limited.

This inherent limit exposes the blockchain to DoS attacks, in the form of var-
ious flooding attacks. A malicious attacker can send multiple (and economically
non-relevant) transactions, aiming to fill up the transactions pool and delay the
legitimate transactions. In 2015, a set of unknown actors allegedly performed a
flood attack on Bitcoin network [23], in order to convince the community that
the 1MB size limit should be raised.

One way to counter flood attacks is to force a monetary commitment on the
payer, whenever a transaction is issued. By doing so, the attacker eventually
runs out of currency and resources to buy new coins. Bitcoin, Ripple, and many
other cryptocurrencies, charge network transactions fees on their users [10, 19],
which protects the network from this issue.

3.11 Segmentation

Segmented networks should perfectly work even if the connection between them
is poor. If no means of communication exits, the network segments and the
blockchain forks. When the connection is restored, accordingly to the Bitcoin
protocol, the longest chain is automatically chosen as the correct one and all
the transactions in the shortest chain are put back into the transaction pool. As
long as a chain does not fork more than 120 blocks, all the transactions are still
valid, even though they start again with a 0\unconfirmed status. If the fork is
longer, such transactions are definitively invalid and unrecoverable.

A malicious attacker could take advantage of a segmented network to double
spend coins on both blockchains, however if the attacker is able to connect to
both blockchains, almost certainly even legitimate users can do the same. Even
though it is unlikely that someone can leverage this characteristic to double
spend coins [15], keeping track and evaluating a sudden drop, in numbers, of
legitimate peers might help an honest user to avoid frauds.

3.12 Social Engineering

Social engineering attacks leverage the weaknesses of human psychology, which
makes hard to counteract them through software and hardware solutions. This
is the reason why social engineering attacks rank high, amongst the types of
security issues. The only weapon against social engineering attacks is to educate
the users to recognize and avoid attacks attempts. Social engineering techniques
take advantage of human greed and curiosity, as well as many other emotions,
which entails a wide diversity of possible attacks and related countermeasures.



Attackers can aim to steal login credentials of users’ wallets, as well as infect
third-party systems and use their resources for mining purposes.

As an example, in early December 2017 the Bitcoin mining marketplace Nice-
Hash, accordingly to their head of marketing, experienced a sophisticated so-
cial engineering attack to their systems that led to 4700 BTC stolen (worth
roughly $49.28 million) [12]. In another case, a malware called RETADUP in-
fected a number of Israeli hospitals, aiming to spread a cryptocurrency mining
software [11] and directly monetize from the infections.

4 Conclusion

The interest for cryptocurrencies, and consequently their economic value, has
risen above all expectations in a few years. Bitcoin was the first cryptocur-
rency on the market and is still the most popular one, but many others have
been proposed, with different degrees of success. It is clear to see that higher
economic value, combined with the anonymous nature of the currency, entails
higher interest from criminal parties. Cryptocurrencies are not only fertile soil
for buying and selling illegal goods, but also an attractive target for currency
thieves. In this paper, as shown in Table 1, we presented a number of different
cryptocurrencies vulnerabilities, as well as some solutions and countermeasures.
Moreover, we presented actual attacks perpetrated on different entities, and the
severe economic impact that such attacks had on their victims.

New and intriguing ideas emerge every day from the cryptocurrency field, but
hackers are quick to respond and adapt to new technology. On the one hand,
cryptocurrencies foundations lay on the Internet and this makes them naturally
prone to different vulnerabilities. On the other hand, blockchain is the promising
core technology that could help to solve multiple trust problems in the present
Internet architecture. One thing is sure, though: the exciting battle between
attackers and defenders is unlikely to finish anytime soon.
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